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Abstract

The rapid advancement of digital technologies in the last five years (2021-2024) has
transformed the nature and dynamics of bullying among elementary school students.
Bullying, which was once limited to physical and verbal aggression in school environments,
has now shifted and expanded into cyberspace through social media and instant
messaging platforms. This study aims to systematically review recent empirical and
conceptual studies to understand the trends, risk factors, protective measures, and
practical strategies for addressing bullying in elementary education. Using a Systematic
Literature Review (SLR) design, ten peer-reviewed articles published between 2021 and
2024 were critically analyzed based on inclusion criteria covering relevance, credibility, and
methodological rigor. The review found that the widespread availability of affordable
smartphones and unsupervised internet access has escalated cyberbullying cases among
young learners. Teachers remain key agents in building a safe school climate, yet their
capacity must be supported by parental awareness and robust digital citizenship education.
The findings also reveal that socio-emotional learning, empathy training, and technological
monitoring tools are effective in mitigating bullying behaviors both offline and online.
However, gaps persist in policy implementation, stakeholder synergy, and sustainable
parental involvement. This study recommends that future anti-bullying programs integrate
context-sensitive approaches that combine preventive education, ethical use of
technology, and clear school-based regulations. The results contribute to a deeper
understanding of the evolving bullying phenomenon and provide a practical reference for
educators, policymakers, and researchers to develop comprehensive and adaptive
strategies for fostering a bully-free learning environment in the digital age.

In recent decades, the phenomenon of bullying has attracted significant scholarly attention due
to its profound impact on students’ psychological, social, and academic development (Wahyuni et al.,
2024). Bullying is generally defined as repeated aggressive behavior involving an imbalance of power
or strength between the perpetrator and the victim (Wahyuni et al., 2024). Although bullying has long
existed in various educational contexts, the emergence of digital technology has fundamentally altered
its patterns and manifestations. In the context of elementary schools, bullying often occurs covertly,
making detection and intervention challenging for teachers and parents alike. Recent studies reveal
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that children in their formative years are increasingly exposed to online interactions, raising concerns
about the proliferation of cyberbullying (Kaloeti et al., 2021). The intersection between traditional
bullying and technology-mediated aggression demands urgent scholarly and practical attention. With
the rapid diffusion of smartphones and easy access to the internet, young students are no longer
insulated from harmful digital content (Cakar-Mengi & Mengii, 2023). Therefore, understanding the
dynamics of bullying behavior in the digital era is imperative for developing comprehensive preventive
measures.

From a theoretical perspective, this study is grounded in Bandura’s Social Learning Theory
(1977) and Bronfenbrenner’s Ecological Systems Theory (1979). Social Learning Theory explains that
children learn aggressive or prosocial behaviors through observation, imitation, and reinforcement
within their social environment, including digital spaces. Meanwhile, Ecological Systems Theory
emphasizes that bullying is influenced by multiple interacting contexts such as the microsystem
(family, school), mesosystem (peer and teacher relationships), exosystem (community and media
exposure), and macrosystem (societal norms and digital culture). Integrating these perspectives helps
explain how technological environments interact with children’s developmental systems to shape
bullying behavior.

The widespread adoption of digital devices among elementary school students has transformed
the nature and scale of bullying incidents (Wescott et al., 2024). Unlike conventional bullying,
cyberbullying can occur anonymously and persistently, transcending physical boundaries and
extending into the victim’s private spaces. This condition often exacerbates psychological distress, as
victims feel they have no safe haven even within their own homes (Salmivalli et al., 2021). The
intangible and pervasive nature of digital bullying poses significant challenges for educators in
monitoring students’ online activities. Research suggests that children aged 7-12 are particularly
vulnerable, as their digital literacy and coping skills are still developing (Repo et al., 2023). Moreover,
the lack of parental awareness and insufficient school policies contribute to the persistence of this
phenomenon. Parents and teachers often underestimate the extent of students’ online interactions
and the potential risks involved. Hence, the transformation brought about by digital technology
demands a reconceptualization of anti-bullying frameworks.

Another critical aspect that warrants attention is the shifting values and norms among young
learners exposed to digital media. Social media platforms often normalize aggressive language, hate
speech, and online shaming, which may be internalized by children as acceptable behavior (Gusliana
et al., 2024). The absence of effective digital citizenship education exacerbates this trend, as children
lack guidance on responsible online conduct. In addition, peer pressure and the desire for social
validation drive students to engage in harmful online behaviors to gain popularity or exert dominance
over peers. Such conditions create a complex ecosystem where bullying is both a symptom and a
cause of deteriorating social values. Schools that fail to integrate digital ethics into their curricula risk
neglecting an essential dimension of students’ character education. Several studies have emphasized
the importance of embedding digital literacy and empathy training within school programs to
counteract negative online influences (Solihin et al., 2024). Without such efforts, children remain
susceptible to adopting deviant behaviors that threaten their well-being and the overall school climate.

Despite growing awareness of the risks associated with cyberbullying, empirical studies focusing
on elementary schools remain limited, especially in developing countries (Mayeza & Bhana, 2021).
Most research and interventions have centered on adolescents, neglecting the unique vulnerabilities of
younger students. This research gap calls for a more nuanced understanding of how digital
technologies intersect with children’s developmental stages and socio-cultural contexts. Elementary
students often lack the cognitive maturity to discern online threats or to report victimization effectively
(Mazzone et al., 2021). Furthermore, teachers in elementary schools frequently receive limited
training in digital safety and cyberbullying prevention, making them ill-equipped to detect and address
subtle forms of online harassment. Policies and guidelines that specifically address the needs of
younger learners are urgently required. This study thus seeks to bridge the existing gap by examining

3086



Journal of Innovation and Research in Primary Education

the dynamics of bullying behavior in elementary schools during the digital transformation era. The
findings are expected to inform evidence-based interventions that are age-appropriate and context-
sensitive.

Addressing the phenomenon of bullying in elementary schools requires a multisectoral approach
involving families, schools, communities, and policymakers (Junindra et al., 2024). Families play a vital
role in monitoring children’s digital activities and fostering open communication about online
experiences. Schools must proactively cultivate safe learning environments that promote respect and
inclusivity, both offline and online. Teachers need to be equipped with relevant skills and resources to
integrate digital citizenship and anti-bullying strategies into classroom instruction. Community
stakeholders can contribute by organizing awareness campaigns and support services for affected
students. Policymakers should establish robust legal frameworks to regulate harmful online content
accessible to minors. In addition, collaboration with technology companies is crucial to develop safer
digital platforms for children. By fostering synergy among these stakeholders, preventive efforts can
be more comprehensive and sustainable. Ultimately, collective commitment is key to mitigating the
adverse impacts of bullying in the digital era.

In light of these challenges and opportunities, this article aims to explore the dynamics of
bullying behavior among elementary school students within the context of the digital transformation.
By adopting a systematic literature review approach, this study identifies the key factors contributing
to the prevalence of bullying in digital spaces. It also examines the effectiveness of existing preventive
measures and highlights gaps that require further research and policy innovation. By drawing upon
Social Learning Theory and Ecological Systems Theory, this study provides a comprehensive
framework for understanding how individual, interpersonal, and environmental factors interact to
shape bullying dynamics in the digital age. The insights generated are expected to support
stakeholders in designing holistic interventions that integrate digital literacy, ethical awareness, and
community engagement. By deepening our understanding of bullying dynamics in the digital age, this
study contributes to the broader discourse on creating safe and supportive learning environments.
Ultimately, it advocates for evidence-based policies that safeguard children’s rights to learn and grow
free from violence and intimidation.

This study employed a Systematic Literature Review (SLR) design to comprehensively explore
the dynamics of bullying behavior in elementary schools during the digital transformation era. The SLR
approach was considered suitable for synthesizing recent empirical evidence, identifying research
gaps, and generating insights for future intervention strategies. The research design did not adopt the
PRISMA protocol in full but followed a structured, replicable process. The main focus was to review,
categorize, and analyze peer-reviewed journal articles published within the last five years (2021-
2024). The selected articles were required to explicitly investigate bullying or cyberbullying in
elementary education contexts, address the influence of digital media, and present empirical findings.
By limiting the review to recent studies, this research ensures the relevance of its synthesis to the
current technological and socio-cultural landscape.

The sample population of this review comprised ten scientific articles retrieved from reputable
academic databases, including Scopus, ScienceDirect, and ERIC. A purposive sampling technique was
applied to ensure that only studies meeting the inclusion criteria were analyzed. The inclusion criteria
were: (1) articles published in English, (2) empirical research focusing on bullying or cyberbullying in
elementary schools, (3) published between 2021 and 2024, and (4) providing clear methodological
descriptions and measurable results. Articles focusing exclusively on adolescents or higher education
settings were excluded to maintain relevance to the elementary school context. Data were collected
through systematic database searching using keywords such as "bullying in elementary school”,
“cyberbullying”, "digital era’, and "child online safety”. After screening titles, abstracts, and full texts,
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the final ten articles were analyzed to extract relevant data on study objectives, research design,
samples, instruments, and key findings.

Data analysis was conducted through thematic synthesis. Relevant information from each
selected study was extracted and tabulated to allow for systematic comparison and pattern
identification. Thematic coding was applied to group findings under shared dimensions, such as types
of bullying, technological factors, and recommended preventive measures. This approach facilitated a
rigorous synthesis of diverse methodologies and findings while maintaining transparency and
replicability. The following table summarizes the key characteristics of the ten articles reviewed,
including the authors, publication year, focus area, research design, and country of study. All data
were verified to ensure accuracy and traceability. This process provides sufficient detail for future
researchers to replicate the review procedure and extend the analysis further.

Result

The systematic literature review identified ten recent studies published within the last five years
that highlight diverse dimensions of bullying behavior in elementary schools amid the rapid digital
transformation. These studies vary in focus, covering traditional bullying, cyberbullying, social factors,
teacher and parent roles, technological detection tools, and preventive strategies through educational
interventions. Collectively, the findings underscore the increasing complexity of bullying, which now
extends beyond physical boundaries into virtual spaces facilitated by social media and ubiquitous
digital devices. Several studies emphasize the crucial role of empathy, digital literacy, and mindfulness
as protective factors. Others explore how civic education, moral education, and teacher mediation can
reduce bullying prevalence. The review also reveals innovations such as technological tools for
detecting and monitoring bullying behaviors in real time. Overall, the studies demonstrate that multi-
level interventions involving schools, families, and communities are essential for sustaining a bully-free
environment. Table 1 summarizes the core characteristics of the ten reviewed articles, including
authors, publication years, main focus, research design, and significant contributions.

Table 1. Summary of Reviewed Studies on Bullying Behavior in the Digital Era

Author(s) Research Focus Method Key Contribution
(Hakim & Baihaqi, Role of teachers in bully-  Qualitative Highlights teachers’ strategies to create
2024) free schools safe school climates
(Kang et al., Mindfulness to counter Mixed-Methods Shows how mindfulness buffers digital
2024) cyberbullying aggression
(Dwistia & Anisak, Moral education Qualitative Discusses moral decline due to digital
2024) challenges exposure
(Defriyanto et al.,  Social factors in bullying Systematic Review Explains peer and family influence on
2024) attitudes bullying
(Damayanti et al.,  Preventing cyberbullying Experimental Demonstrates civic PBL as preventive
2023) strategy
(Hikmat et al., Empathy’s effect on Scoping Review Finds empathy lowers bullying behavior
2024) bullying risk
(Mandira & Stoltz,  Longitudinal bullying Systematic Review Identifies risk and protective factors
2021) trends over time
(Orru et al., 2023)  Detection tech for Technological Develops tools to monitor

bullying Development (cyber)bullying acts
(Williams et al., Preventing bullying in Experimental Evaluates e-health tools to reduce
2023) schools bullying cases
(Islam & Bhuiyan,  Online bullying risk Conceptual Discusses how digital society elevates
2022) bullying exposure

The reviewed studies present rich insights that deepen our understanding of how the digital era
reshapes bullying dynamics in elementary schools. They collectively demonstrate that bullying is no
longer confined to physical settings but is heavily mediated by online interactions that often escape
adult supervision. This implies that traditional disciplinary measures are insufficient to address new
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forms of harassment occurring in cyberspace. Studies focusing on teacher roles and civic education
stress the importance of cultivating positive school cultures and equipping students with civic values
to counteract bullying behaviors. Likewise, the exploration of mindfulness and empathy underscores
the need to develop students’ internal resilience to navigate online risks.

Meanwhile, research on technological interventions, such as the Bullybuster project and digital
health tools, reflects an emerging trend of leveraging technology not only as a risk factor but also as a
solution. These innovations indicate that real-time detection and data-driven prevention strategies can
complement traditional educational approaches. Another significant insight is the consistent emphasis
on multi-stakeholder collaboration, involving teachers, parents, policymakers, and the broader
community to build comprehensive anti-bullying frameworks. However, the literature also highlights
gaps, particularly in the consistent implementation of moral and digital literacy education in
elementary curricula.

Furthermore, the synthesis reveals that despite increasing awareness, preventive measures are
often reactive rather than proactive. Many schools still lack clear guidelines and resources to address
online bullying incidents promptly. Therefore, future research should expand on longitudinal and
experimental designs to assess the long-term effectiveness of combined technological and
pedagogical interventions. In conclusion, the reviewed studies affirm that tackling bullying in the
digital age demands integrated strategies that blend technological safeguards, socio-emotional
learning, and robust community engagement. This holistic approach is pivotal to ensuring that
elementary schools remain safe and supportive spaces for all children.

Discussion

The findings of this systematic review confirm that the phenomenon of bullying in elementary
schools has undergone significant transformation due to the pervasive influence of digital technology.
Traditional forms of bullying, which were once confined to physical and verbal abuse within school
premises, have now expanded into cyberspace through social media and messaging platforms
(Rahmawati et al., 2024). This transition has made bullying incidents more elusive, harder to detect,
and often more psychologically damaging for young students (Hevitria et al., 2025). Several studies
highlight that the anonymity and accessibility of digital tools empower perpetrators to harass victims
beyond school hours (Adnin & Halimah, 2024). The extension of bullying into digital realms
necessitates a reconfiguration of school policies to address both offline and online victimization
simultaneously (Febriati et al., 2025). Furthermore, the reviewed literature underlines that
conventional punitive approaches are inadequate for mitigating cyberbullying risks (fajriyanti & Putri,
2025). This implies that a preventive framework rooted in digital literacy and ethical online behavior
must be integrated into elementary curricula. Schools must therefore embrace comprehensive digital
citizenship education to equip students with the skills to navigate online interactions responsibly.

The pivotal role of teachers as primary agents of change in preventing bullying emerges as a
recurring theme across the reviewed articles. Teachers not only serve as role models but also as
gatekeepers who can identify, mediate, and intervene in bullying cases (Universitas & Mataram,
2023). Effective teacher mediation fosters a positive school climate that discourages aggressive
behavior and promotes mutual respect among students. Studies emphasize that teacher awareness
and competence in managing both traditional and cyberbullying are critical to early detection and
timely intervention (Hikmah, 2023). Moreover, professional development programs that equip
teachers with skills to address online harassment are still limited in many contexts (Pendidikan et al.,
2024). Without proper training, educators may lack confidence to tackle incidents that extend beyond
classroom boundaries. This indicates an urgent need for continuous professional development focused
on digital safeguarding and socio-emotional learning facilitation (Anjelita & Utama, 2024). The
sustainability of anti-bullying initiatives strongly depends on teacher capacity to integrate these
elements into daily pedagogical practice.
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Beyond the role of teachers, parental involvement is another critical component in building a
comprehensive anti-bullying ecosystem. Families are primary socialization agents whose values and
monitoring practices shape children’s online behavior. Several reviewed articles emphasize that
parental supervision of digital device usage significantly reduces children’s exposure to harmful
content (A.H. & Matwear, 2024). However, the digital gap between parents and children often hinders
effective guidance, as many parents lack adequate digital literacy themselves. This disparity allows
children unrestricted access to social networks, increasing the risk of both perpetrating and falling
victim to cyberbullying (Listiani et al., 2024). Consequently, schools and communities must invest in
parent education programs that raise awareness about online safety and responsible technology use.
Collaborative efforts between schools and families can bridge this gap, fostering joint responsibility for
digital behavior monitoring (Ansel & Nduru, 2020). Strengthening family-school partnerships is
therefore essential to creating a consistent support system for children.

The dimension of empathy as a protective factor against bullying is also strongly underscored in
the reviewed literature. Research indicates that students with higher levels of empathy are less likely
to engage in bullying and more likely to defend victims (Marhadi et al., 2023). This finding aligns with
previous evidence that socio-emotional skills act as buffers against aggressive tendencies. Integrating
empathy training into elementary education not only curbs bullying but also nurtures positive peer
relationships. Several studies advocate for explicit inclusion of empathy-building activities within moral
and civic education curricula (Solina et al., 2024). However, practical implementation often faces
barriers due to overloaded syllabi and limited instructional time. Educators must therefore adopt
creative strategies, such as storytelling, role-playing, and collaborative projects, to embed empathy
naturally into learning contexts. Long-term, cultivating empathy could contribute to a cultural shift
where bullying behaviors are collectively condemned.

An emerging insight from the review is the innovative use of technology as both a risk and a
solution for bullying incidents. While digital platforms can facilitate harassment, they also offer tools to
detect and manage bullying in real-time (Erkurnia et al., 2024). For example, the Bullybuster project
demonstrates how artificial intelligence and data analytics can identify harmful interactions and alert
relevant stakeholders promptly. These technological interventions complement traditional preventive
measures by providing evidence-based monitoring. However, the deployment of such tools raises
ethical concerns regarding data privacy and surveillance of minors. Schools must establish clear
protocols to balance the benefits of real-time detection with respect for student confidentiality.
Moreover, the effectiveness of these tools depends on user literacy and teacher competence in
interpreting and acting upon the data generated (Kang et al., 2024). This suggests that technological
solutions should always be embedded within broader pedagogical frameworks.

The significance of civic and moral education as structural strategies for bullying prevention is
another dominant theme in the selected studies. Project-based learning (PBL) approaches in civic
education have been shown to promote student engagement and responsible behavior. By involving
students in community-relevant projects, schools instill values of respect, cooperation, and
accountability (Pradita & Nurpratiwiningsih, 2024). This approach aligns with the goal of nurturing
proactive citizens who reject harmful behaviors like bullying. Nevertheless, the review reveals that
many schools still treat civic education as a supplementary subject rather than a core element of
character development. Consequently, its transformative potential remains underutilized. It is crucial
for policymakers to strengthen civic and moral education frameworks and ensure their alignment with
digital safety education (Ananda & Marno, 2023). Integrating these domains could generate
synergistic effects, empowering students to critically navigate digital interactions.

Another critical point relates to the socio-cultural context that shapes bullying dynamics in
Indonesian schools. Social hierarchies, peer pressure, and collective norms significantly influence
bullying behaviors. In many communities, traditional notions of authority and group loyalty may
discourage victims from reporting incidents, perpetuating a culture of silence. Digital platforms further
complicate this by amplifying harmful group dynamics. The reviewed studies stress that context-
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sensitive interventions must address these deep-rooted cultural patterns (Ananda & Marno, 2023).
School leaders and local stakeholders must foster open dialogues to dismantle stigma and empower
students to speak up. Moreover, involving community leaders and religious figures could strengthen
anti-bullying campaigns. By embedding interventions within cultural realities, schools can create more
effective and sustainable change.

Despite the promising findings, several gaps and limitations emerge from the review that merit
critical reflection. First, most studies rely heavily on qualitative or cross-sectional designs, limiting
generalizability (Pratama, 2023). Longitudinal research that tracks behavioral changes over time is still
scarce (Wahyuni et al., 2024). Second, the technological tools discussed are predominantly pilot
projects with limited large-scale testing (Wahyuni et al., 2024). Future studies must therefore evaluate
the scalability and cost-effectiveness of such innovations (Hakim & Baihaqi, 2024). Additionally, there
is a lack of research focusing specifically on rural or underserved school contexts where digital
infrastructure and teacher capacity may be constrained. Addressing these gaps will provide a more
nuanced understanding of practical barriers to implementation. Finally, the integration of parental and
community-based approaches requires more empirical evidence to guide policy. Such expansions are
vital to strengthen multi-level prevention frameworks.

The synthesis also implies that multi-stakeholder collaboration is non-negotiable in efforts to
curb bullying in the digital era. Schools alone cannot address the evolving threats posed by
cyberbullying and online aggression (Hakim & Baihaqgi, 2024). Local governments, community
organizations, and tech companies must share responsibility for child protection in digital spaces.
Establishing clear legal frameworks to regulate harmful online content is equally important. Moreover,
continuous dialogue among stakeholders can facilitate knowledge exchange and ensure that
interventions remain contextually relevant. Funding schemes should also prioritize teacher training
and technological infrastructure development (Dwistia & Anisak, 2024). Without sustained investment
and coordinated action, isolated interventions are unlikely to generate systemic impact. Thus,
comprehensive partnerships are the backbone of any effective anti-bullying policy.

In conclusion, the findings of this review reiterate that addressing bullying in the era of digital
transformation requires a paradigm shift. Schools must move beyond reactive disciplinary measures
towards proactive, inclusive, and technologically informed prevention strategies (Defriyanto et al.,
2024). Integrating empathy training, civic education, and digital literacy creates strong individual and
collective resilience among students. The role of teachers and parents must be strengthened through
ongoing capacity building and active collaboration. Meanwhile, technological innovations should be
harnessed responsibly to complement human oversight. Policymakers must also ensure that
regulations keep pace with technological advancements to protect young digital citizens (Damayanti et
al., 2023). Ultimately, creating a safe and bully-free learning environment depends on synergistic
efforts from all sectors of society (Hikmat et al., 2024). This multi-dimensional approach is crucial for
empowering children to thrive academically, socially, and emotionally in an increasingly digital world.

In conclusion, this systematic review demonstrates that bullying in elementary schools has
evolved into more complex forms due to the rise of digital technology and changing social dynamics.
Traditional bullying has merged with cyberbullying, creating new challenges for students, teachers,
and parents alike. The evidence consistently underscores the vital role of teachers as the frontline
agents in identifying, preventing, and mitigating bullying behaviors, both offline and online. Moreover,
cultivating empathy, strengthening civic education, and utilizing technological innovations emerge as
crucial strategies to build a bully-free school environment. However, without collaborative
engagement from parents, communities, policymakers, and technology developers, such efforts will
remain fragmented and less impactful. It is clear that a multi-stakeholder approach is essential to
address the intertwined risks and protective factors comprehensively. Therefore, schools must adopt
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holistic frameworks that integrate socio-emotional learning, digital citizenship, and community
partnerships to nurture resilient and responsible students.

Based on these conclusions, several recommendations are proposed for future practice and
policy. Schools should prioritize continuous professional development for teachers, specifically
targeting skills for managing both traditional and cyberbullying cases. Parental education programs
must be strengthened to bridge digital literacy gaps and promote consistent monitoring of children’s
online activities. Furthermore, investments in ethical digital monitoring tools and clear protocols for
data privacy must accompany technological interventions. Policymakers should ensure that anti-
bullying policies are updated to reflect the realities of the digital age and are contextually adapted to
diverse school settings, including rural and under-resourced communities. Finally, future research
should expand to longitudinal and intervention-based studies to generate robust evidence that informs
sustainable anti-bullying strategies. Only through sustained, collaborative, and evidence-based efforts
can schools become truly safe spaces for every child to learn and grow free from the threat of
bullying.

Despite these important insights, this review is not without limitations. First, the analysis was
limited to studies published between 2021 and 2024, which may exclude earlier foundational works
that could provide broader historical perspectives. Second, the review only included articles published
in English, potentially omitting relevant research conducted in other languages or local contexts.
Third, the heterogeneity of methodologies across the included studies made it difficult to generalize
findings or establish causal relationships. Lastly, as a qualitative synthesis, this review relies heavily on
the quality and transparency of the original studies, which may influence the depth of interpretation.
Recognizing these limitations, future research should expand the temporal and linguistic scope of
review sources and employ mixed-method or meta-analytic approaches to strengthen the empirical
basis of anti-bullying scholarship in the digital era.
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